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1. Commitment to General Data Protection and Data Protection by Design

1.1. The UK General Data Protection Regulation ('GDPR', or 'Regulation’) tailored
within The Data Protection Act 2018 (DPA) is the law that protects personal privacy and
upholds individual rights in relation to data protection. It applies to anyone who handles
or has access to people’s personal data.

1.2. This policy is intended to ensure that personal information is dealt with properly
and securely, and in accordance with the legislation. It will apply to personal information
regardless of the way it is used, recorded and stored and whether it is held in paper files
or electronically.

1.3. This policy sets out the school's commitment to data protection and the
implementation of a data protection by design approach.

1.4. The school will refer to documents and guidance from the Information
Commissioner’s Office and the Department for Education in relation to UK GDPR, data
protection and data processing.

1.5. This includes ensuring the following:

The creation and maintenance of a data protection working group;

Assigning responsibility to an individual within the school;

Assigning a Data Protection Officer;

Development and maintenance of a data protection project;

Ensuring that all staff are trained in data protection and take responsibility for the

collection, processing, storage and destruction of data;

A lawful basis for processing is documented for all processing activity;

Principles relating to the processing of personal data are adhered to;

The rights of data subjects are respected;

Risks to the rights of data subjects are assessed and mitigated for all large-scale

and new processing;

e Regular independent reviews of the processing activity and processing
documentation are carried out;

e Organisational and technical measures are implemented to protect data;

Data breaches impacting the rights and freedoms of data subjects will be

reported to the Information Commissioner’s Office (ICO).

2. Policy Objectives, Roles and Responsibilities

2.1. The school, as the Data Controller, will comply with its obligations under the UK
GDPR and the Data Protection Act 2018. The organisation is committed to being
concise, clear and transparent about how it obtains and uses personal information and
will ensure data subjects are aware of their rights under the legislation. This policy sets
out how the school will do this.

2.2. All school staff must have a general understanding of the law and understand how
it may affect their decisions in order to make an informed judgement about how
information is gathered, used and ultimately deleted. All staff must read, understand
and comply with this policy in order to comply with its obligations under UK GDPR and
the Data Protection Act 2018.



2.3. The Information Commissioner as the Regulator can impose substantial fines
for breaches of UK GDPR and the Data Protection Act 2018, and other Data Protection
Legislation. Therefore it is imperative that the organisation, all staff and the workforce
comply with the legislation. The Data Protection Officer will be the principal point of
contact with the ICO.

3. Policy Statement

3.1 Everyone has rights with regard to the way in which their personal data is handled.
During the course of our activities as an organisation, we will collect, store and process
personal data about our pupils, workforce, parents and others. This makes us a data
controller in relation to that personal data.

3.2 We are committed to the protection of all personal data and special category
personal data for which we are the data controller.

3.3 The law imposes significant fines for failing to lawfully process and safeguard
personal data and failure to comply with this policy may result in those fines being
applied.

3.4. All members of our staff will comply with this policy when processing personal data
on our behalf. Any breach of this policy may result in disciplinary or other action.

4. About this Policy

4.1. The types of personal data that we may be required to handle include information
about pupils, parents, our workforce, and others that we deal with. The personal data
which we hold is subject to certain legal safeguards specified in the UK General Data
Protection Regulation, the Data Protection Act 2018, and other regulations Data
Protection Legislation

4.2. This policy does not form part of any employee's contract of employment and may
be amended at any time.

4.3. This policy sets out rules on data protection and the legal conditions that must be
satisfied when the school processes personal data.

4.4. This policy, combined with the school's privacy policy and any other document
referred to herein, sets out the basis on which the school will process any personal data
collected from data subjects or provided to us by data subjects directly and or from
other sources.

5. Data Protection Officer

5.1. As an organisation, we are required to appoint a Data Protection Officer (“DPQO”).
Our DPO is Data Protection Education, and they can be contacted at
dpo@dataprotection.education

The DPO is responsible for ensuring compliance with the Data Protection Legislation
and with this policy. Any questions about the operation of this policy or any concerns
that the policy has not been followed should be referred in the first instance to the DPO.
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5.2 The school shall maintain a Data Protection Officer to represent the rights of data
subjects and a named Data Protection lead in order to assist the Data Protection
Officer.

5.3. The school shall ensure that the Data Protection Officer is involved properly and in
a timely manner, in all issues which relate to the protection of personal data.

5.4. The school shall support the Data Protection Officer in performing the
responsibilities outlined below by providing resources necessary to carry out those
tasks and access to personal data and processing operations. The Data Protection
Officer shall maintain his or her expert knowledge.

5.5. The school shall ensure that the Data Protection Officer does not receive any
instructions regarding the exercise of their tasks. They shall not be dismissed or
penalised by the controller or the processor for performing their tasks.

5.6 The Data Protection Officer shall directly report to the highest management level of
the organisation, as needed and report to the Governing Board at least once a year.

5.7. Data subjects may contact the Data Protection Officer with regard to all issues
related to the processing of their personal data and to the exercise of their rights under
the regulations.

5.8. The Data Protection Officer and the Data Protection Lead will be bound by
confidentiality and must maintain data security by protecting the confidentiality, integrity
and availability of all personal data, defined as follows:

e Confidentiality means that only people who have a need to know and are
authorised to use personal data can access it.

e Integrity means that personal data is accurate and suitable for the purpose for
which it is processed.

e Availability means that only authorised users can access personal data when
they need it for authorised purposes.

5.9. The Data Protection Officer shall have the following responsibilities:

Review of all data processing activities (inventory/mapping);

Conduct of regular health checks/audits and issue recommendations;

Assist with data protection impact assessments and monitoring performance;
Monitoring and advice relating to subject access requests and data breaches;
Assist the organisation with the maintenance of records;

Monitoring and advice relating to FOI and other information requests;
Cooperation with and acting as the contact point for the Information
Commissioner’s Office, which is the supervisory authority in respect of all data
protection matters;

Act as the contact point for data subjects to deal with requests and complaints;
Training of organisation staff and workforce.

6. Data Protection Principles

6.1. Anyone processing personal data must comply with the data protection principles.
The organisation will comply and is committed to these principles in relation to any
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processing of personal data. The Data Protection principles provide that personal data
must be:

e Processed lawfully, fairly and in a transparent manner in relation to the data
subject and their rights;

e Collected for specified, explicit and legitimate purposes and not further
processed in a manner that is incompatible with those purposes;

e Adequate, relevant and limited to what is necessary in relation to the purposes
for which they are processed;
Accurate and, where necessary, kept up to date;

e Kept in a form which permits identification of data subjects for no longer
than is necessary;

e Processed in a manner that ensures appropriate security of the personal
data

e Must NOT be transferred to people or organisations situated in other
countries without adequate protection.

7. Data Subject’s Rights

7.1. The school supports the rights of data subjects (or the parents/carers of data
subjects where data subjects are not able to demonstrate the capacity to understand
their rights) in relation to data that is processed or stored about them, as follows:

Right to fair and transparent processing;

Right of access;

Right of rectification;

Right to erasure (the "right to be forgotten");

The right to restrict processing;

Right to be notified of erasure, rectification or restriction;

Right of data portability;

Right to object to processing;

Right to object to processing for the purposes of direct marketing;
Right to object to processing for scientific, historical or statistical purposes;
Right to not be evaluated on the basis of automated processing;
Right to withdraw consent at any time;

Right to be notified about a data breach;

Right to an effective judicial remedy against a supervisory authority;
Right to lodge a complaint with a supervisory authority;

Right to an effective judicial remedy against a controller or processor;
Right to compensation.

7.2. The organisation shall maintain procedures, policies and notices to ensure that data
subjects are informed about their rights.



8. Fair and Transparent Processing of Data

8.1. Data Protection Legislation is not intended to prevent the processing of personal
data but to ensure that it is done fairly and without adversely affecting the rights of the
data subiject.

8.2. For personal data to be processed fairly, data subjects must and will be made
aware of the following in our privacy notices or requests to process data:

That the personal data is being processed;

Why the personal data is being processed;

What the lawful basis is for that processing (see below);

Whether the personal data will be shared, and if so, with whom;

The period for which the personal data will be held;

The existence of the data subject’s rights in relation to the processing of that
personal data; and

e The right of the data subject to raise a complaint with the Information
Commissioner’s Office in relation to any processing.

8.3. The school will only process data that is necessary and relevant to the purpose
for which it was gathered and will ensure that we have a lawful basis for any
processing.

8.4 Collection and processing of visitor data will be documented in the privacy notices
and in a statement available to visitors at the time of data collection to include the
following information:

We collect the following visitor information for the purposes of security, safety and public
health:

® Name
° Organisation
° Date and time of visit

These are kept for six years in case of any claims by students, staff or visitors under the
Limitations Act (1980).

Should public health authorities require visitor test and trace logs to be kept (e.g. for
COVID-19), relevant visitor data may be shared with such authority. Ensure you sign
and display an enhanced privacy notice stating this in any such circumstances and
conduct any required risk assessment for visitors.

9. Lawful Processing of Data

9.1. For personal data to be processed lawfully, it must be processed on the basis
using one of the legal grounds set out in the Data Protection Legislation. The school
will only process personal data where a lawful basis for processing exists. Specifically,
where:

e The data subject has given consent to the processing of their personal data for
one or more specific purposes;
















































